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Scan Results List

Note: The RHEL 7 Virtualization Manager plugin with 'Medium' or 'High' risk factors are not applicable, as
the virtualization engine is not installed in HyperScale Storage Pool.

RHEL 7 : Virtualization Manager

127640 (RHSA-2019:1968) Red Hat Local Security Checks High 7.4

12218 mDNS Detection (Remote Network) Service detection Medium 1

51192 SSL Certificate Cannot Be Trusted  General Medium 1

57582 SSL Self-Signed Certificate General Medium 1
RHEL 7 : .NET Core . .

104774 (RHSA-2017:3248) Red Hat Local Security Checks Medium 3.6 1
RHEL 7 : .NET Core on Red Hat . .

107114 Enterprise Linux (RHSA-2018:0379) Red Hat Local Security Checks Medium 3.6 1
RHEL 7 : .NET Core on Red Hat . .

108395 Enterprise Linux (RHSA-2018:0522) Red Hat Local Security Checks Medium 3.6 1

108996 RHEL 7 : pcs (RHSA-2018:1060) Red Hat Local Security Checks Medium 3.6 1
RHEL 7 : dotNET . .

118127 (RHSA-2018:2902) Red Hat Local Security Checks Medium 3.6 1

119778 Flask < 0.12.3 Denial of Service ) gpses Medium 3.6 1
Vulnerability
RHEL 7 : dotNET . .

122330 (RHSA-2019:0349) Red Hat Local Security Checks Medium 3.6 1
RHEL 7 : dotNET . .

122886 (RHSA-2019:0544) Red Hat Local Security Checks Medium 3.6 1
RHEL 7 : Virtualization Manager

125045 (RHSA-2019:1179) (MDSUM/ Red Hat Local Security Checks Medium 8.5 1

RIDL) (MFBDS/RIDL/ZombielLoad)
(MLPDS/RIDL) (MSBDS/Fallout)

RHEL 7 : dotNET . .
125322 (RHSA-2019:1236) Red Hat Local Security Checks Medium 4.4 1

RHEL 7 : pacemaker

125445 (RHSA-2019:1278) Red Hat Local Security Checks Medium 6.7 1

33851 Network daemons not managed by Misc. Low 1
the package system

70658 SSH Server CBC Mode Ciphers Misc. Low 25 1
Enabled
RHEL 7 : .NET Core on Red Hat .

111031 Enterprise Linux (RHSA-2018:2167) Red Hat Local Security Checks Low 1

14272 Netstat Portscanner (SSH) Port scanners Info 18

25221 Rgmote [EEERS CIHE 2 Service detection Info 18
(Linux / AIX)

11111 RPC Services Enumeration Service detection Info

22964 Service Detection Service detection Info

10107 HTTP Server Type and Version Web Servers Info

10114 ICMP Tlmestamp Request Remote General Info 34 1
Date Disclosure

10223 RPC portmapper Service Detection RPC Info 3.4 1

10267 Sl Sewer 0 S EIEen Service detection Info 1
Information

10287 Traceroute Information General Info 1



10863 SSL Certificate Information General Info
10881 SSH Protocol Versions Supported General Info 1
11936 OS Identification General Info 1
12053 Zi:cg'tDZL;lgerzlaJ'tflfs Domain Name General Info 1
19506 Nessus Scan Information Settings Info 1
20094 VMware Virtual Machine Detection ~ General Info 1
21643 SSL Cipher Suites Supported General Info 1
22869 Software Enumeration (SSH) General Info 1
24260 :j])f/gfr;Z(;)étnTransfer Protocol (HTTP) Web Servers Info 1
25202 Enumerate IPv6 Interfaces via SSH General Info 1
25203 Enumerate IPv4 Interfaces via SSH General Info 1
25220 TCP/IP Timestamps Supported General Info 1
33276 Enumerate MAC Addresses via SSH General Info 1
34098 BIOS Info (SSH) General Info 1
35351 (Sv)i/:tgwml)nformation Enumeration General Info 1
35716 gterlzzr:ieotnCard Manufacturer Misc. Info 1
39520 ?Saé:hp))orted Security Patch Detection General Info 1
45410 SSL Certificate 'commonName' General Info 1
Mismatch
45432 Processor Information (via DMI) General Info 1
45433 Memory Information (via DMI) General Info 1
45590 (Cé:ogér;won Platform Enumeration General Info 1
46215 IAné:gPessiztent Hostname and IP Settings Info 1
50845 OpenSSL Detection Service detection Info 1
53335 RPC portmapper (TCP) RPC Info 1
54615 Device Type General Info 1
55472 Device Hostname General Info 1
56468 Time of Last System Startup General Info 1
56984 SSL / TLS Versions Supported General Info 1
58651 Netstat Active Connections Misc. Info 1
64582 Netstat Connection Information General Info 1
66334 Patch Report General Info 1
70544 gSiI{ecs:ig:ZLS:?eccli( Chaining Cipher General Info 1
70657 gﬁypﬁfé’githms el MR Misc. Info 1
Unix / Linux - Local Users
83303 Information : Passwords Never Misc. Info 1
Expire
84502 HSTS Missing From HTTPS Server Web Servers Info 1
86420 Ethernet MAC Addresses General Info 1
90707 SSH SCP Protocol Detection Misc. Info 1
95928 Linux User List Enumeration General Info 1



OS Identification and Installed

97993 Software Enumeration over SSH v2  Misc. Info 1
(Using New SSH Library)
104743 TLS Version 1.0 Protocol Detection  Service detection Info 1
110095 Authentication Success Settings Info 1
110483 pnix [ Lnux Running Processes  general Info 1
117887 Local Checks Enabled Settings Info 1
119602 Python Flask Installed (Linux) Service detection Info 1
121010 TLS Version 1.1 Protocol Detection ~ Service detection Info 1
121575 Ansible Installed (Linux/UNIX) Service detection Info 1

Tenable's algorithms factor in data from a variety of sources including Tenable proprietary research, machine based learning, and leading third party
intelligence including, but not limited to, Recorded Future.
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