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Process Overview (List)

Backup Phase (SQL IntelliSnap)

Either ADHOC or via a Commvault Schedule Policy a SNAP Backup occurs on the SQL Server.
e The SNAP will VSS Quiesce the SQL Database on the target server(s).
e Once the Databases are quiesced a hardware snap occurs on the targeted array
e Upon completion of the hardware snap the VSS software snap is released.

e At this time the SQL IntelliSnap is complete.

Key Points

Aside from Quiescing the SQL Application, the Hardware Snap is a frozen picture of data exactly as it
lives on the source server, and storage LUN, at time of snap. Any in place encryption remains as the
hardware LUN is a direct one to one copy. Depending on the array, most likely the LUN will be “frozen”
and writes redirected to a designated snapshot volume pool on the array. Growth of the snapshot
depends entirely on LUN change rate of hosted data.

Backup Copy Phase (Movement to Media)

The Backup Copy can either be scheduled to run at completion of the Snap or scheduled
independently.

e The Backup Copy mounts the Snapped LUN from the Array to the MediaAgent Proxy. Snaps can
also be manually mounted to the MediaAgent Proxy or Source Server if the snapshot is still
available on the array.

e Data is then streamed directly from the mounted LUN on the MediaAgent Proxy to the
Commvault Disk Library as designated in the Storage Policy Primary Copy.

e The backup copy portion is now complete. Based on the Snapshot Copy retention snapshots will
either be held for the designated period of time or will be removed from the array. With the
backup copy now complete the source has met part 1 of 2 required to age data. (Part 2 is the
configured retention (spool copy (no retention) or # of snaps or # of days)).

Key Points

The data that is streamed from the array mounted LUN does not invoke SQL to transfer data. The
backup copy is a file based protection method. Data Files/Folders are block transferred to storage.
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Recovery Phase (Restore)

e Perform a browse and recovery from either the individual SQL Server or via the Storage Policy >
View Jobs Section. You can also view jobs from the individual SQL Server and choose browse and
restore on individual jobs.

e In the browse options leave default or set appropriate times and click “View Content” at the
bottom.

e In the restore tab choose the database(s) and click "Recover All Selected...” at the bottom.
e The SQL Restore Options window will open. Here you must choose the following:

o Destination Server in the dropdown will be the Server with MSSQL Installed that will be the
landing zone for restored files. (This is currently MAO1)

o After selecting the proper destination server click Advanced Options and select the “Restore
to Disk” but do not select the “Attach to SQL Server” checkbox.
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o Choose a path or browse to select a path where the MDF and LDF will be restored to.
|
Important

ENSURE that Vormetrics does not have DataGuard configured for the path where you are
restoring the MDF and LDF to. This should always be the case if restoring to the landing
zone server (MAO1).
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e Next on the Source SQL Server you must detach the Production Database. Additionally, the
services for SQL Server, SQL Browser, and McAfee A/V were stopped to assist Vormetrics in
removing protection from the DataGuard defined path. This can be done before or after changing
the DataGuard configured paths in the Vormetrics Dashboard.

o The VMD service may need to be restarted on the SQL Server to cause a sync between the
client and the Vormetrics policy server. The DataGuard client will update status on the SQL
Server and the protected path should no longer be listed as protected.

e Once the current location of the Production MDF and LDF files are no longer encrypted by
DataGuard and the database is detached in SQL it's a good idea to now rename the current MDF
and LDF files to something else. Appending *_original” as an example. This will allow the restored
files residing on MAO1 to be copied to the proper location on the Source SQL Server and not
overwrite the existing files.

e With the restore files now in place. In the Vormetrics Dashboard turn DataGuard protection back
on for the folder where the MDF and LDF files reside.

o Additionally you may need to restart VMD services on the SQL Server once more to force a
policy change sync.
e With the restored files now under DataGuard protection you can attach the SQL Database.

o Keep in mind you may need to start any SQL Services previously stopped in order to change
the Vormetrics policy.

Key Points

SQL Server must be installed in order for the landing zone server to show up in Commvault as an
available destination server to restore to. This requirement is being addressed in a future service pack
by Commvault to not require the need for SQL Server. Since this is currently a requirement Commvault
also performs a version check for what version of SQL Server is installed. In order to ignore this version
check and allow universal restores of any version the following registry key must be applied as an
additional setting on the CommServe entity in the Commvault GUI.
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e Registry key = “bDoNotCheckSqglVersion”

e (Category = CVD

o Type = Integer (this is a DWORD)

e Value set to "1” (Disables the SQL Server Version check)

s CommCell Properties X|
Activiby Control | Advanced Features | Firewal Corfiauration | Metwark Throttle
eneral | Yersion | Security Additional Settings

Hote: These settings are limited to the CommCell machine tself
Mame A1 Category Type Yalue Enabled |Cefine. .. | ¥

bCoMothecksglYersion

Key Points 2

SQL is not invoked during restore. Thus, the SQL Version of Source or the SQL Version of Destination
does not matter. The need for MSSQL to be installed was only to populate the landing zone server in
the destination list. The requirement for MSSQL to be installed is to be removed in a future service pack
by Commvault. The restore is a flat file restore when Restore to Disk is selected.
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Process Overview (Graphical)

Configure an Array

First, ensure the IntelliSnap Array is setup in Commvault. This is the array where the source SQL Server
Data resides which we will be protecting.
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With the array configured, we will be able to leverage IntelliSnap on Configured Clients and Storage
Policies.
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Create a Snapshot Copy For The Storage

Policy

On Storage Policies with Clients that will perform IntelliSnap backups, we must enable the Storage Policy

for IntelliSnap. This is done by creating a Snapshot Copy Policy.

&b . - | @ Policies > g Storage Policies > B3 I- =
= Content
Copy Zopy Type Skatus Default Li... Mediaagent DefaultDr... 5

Primnary:

N s S

1 antasks
=
i i 3

Run Auxiliary Copy

Run Content Indexing

Properties Run Anakgtics

Run Data Verification

Create Mew Copy
2 Create Mew Shapshot Copry

Ikl =

Delete

I3 30 Controlier > || VERESSS——

(] Snap Copy properties (Storage Policy : I-

General Retention | I I

Enable Data Aging

(® Spool Copy (Mo Retention

() Retain Snaps by Mumber of Jobs 24 j
Basic Retention Rule For All Backups
() Infinite
() Retain For 30 j Days 4 j Cwcles

Extended Retention Rules For Full Backups

Far InFinite) a0 j Days Keep |Please Seleck Grace
Far Infinite) 365 j Days Keep |Please Seleck Grace
Far Infinite) 1525 j Days Keep |Please Seleck Grace
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Set your retentions accordingly.

] Storage Policy Properties: _ -

| General I Copy Precedencel Asgsociated Subdients | Snapshot | Security I Advanced |

:Backup Copy | Deferred Catalog |
General | Assodations

[+ Enable Badkup Copy

[] Snapshots Created On or After  |Fri 05/26/2017 J
[] Defer Backup Copy for i} j day(s)
Job Selection Rules
(@ all Backups

() Choose the Backup Selection Rule:

Source Snap Copy

[ Spedfy the Source Copy:

Apply selection rule for snap jobs (MAS Agents & Virtual Server Agents only)

[ Full, Incremental, Differential InteliSnap jobs

Also ensure that “Enable Backup Copy” is check on the Primary Snap Copy.

Enable IntelliSnap on Client Computers

On SQL Servers that require backups where Vormetrics is configured, you need to enable the client for
IntelliSnap. Find the client in the GUI > Right Click > Properties > Advanced > General Tab > Click
Enable IntelliSnap.

& Client Computer Properties for RGN
A
General | \.Iérsion I Security I Groups | Activity Control | Awdit |
Clier - 5
4@ Advanced Client Properties for G
H General Elicies I Job Configuration I Encryvption I Content Indexing | Additional Settings I Dedupli
o
\ YD Port 5400
e
a3 vasrer |
Enable retry on nekwaork errars
Clien
o Retry Frequency (seconds) ] j‘
Pl
Retry Count 40 j‘
Tirng
OO0 1 an Fila | aeskion
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Perform IntelliSnap Backup and Backup
Copy

With IntelliSnap enabled on the client we can now perform an IntelliSnap backup.

0ot R~

F-3 -} B0 Cient Computer Groups > "B SOL_ Servers > £F - > = S0LSerw

Subdient Name Type

Backup

List Snaps\
Backup Histary \
Schedules

Operation Window

Properties

)

Backup Options

| Data [Swwp] ob Retry | Media | Data Path | vault Trackng | Alert

[ ] Start L after Successful B i
seectBsdupType || R 09 Badaip aiter Successiul 8 ackLpd

() Ful L] Copy-Only

s Perform Snap Integrity Chedk

(_) Transaction Log
Do Not Trunca Tradibonal/NOI Backup

| Partial (Exdudes read-anly Fiegroups)
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[ Native SQU backup compression

[7] Contirue After Error
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Start Badap Copy job with the current job

Mote: Creation of badap copy depends on the Storage Pobicy - Snapshot configuration
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In the “"Advanced” section you can check the box to create backup copy immediately. This means when
the Snap Backup completes it will automatically start the job to mount the LUN to the Proxy MA and
perform the backup of data from LUN to Commvault Designated Storage. This setting can also be set in
the advance properties of a schedule policy. If you do not check this option you must run or schedule a
backup copy job individually.

All Tasks

View

Run Awxiliary Copy

D Run Backup Copy 2
? Run Content Indexing

Run Analytics

Properties

LG Subcient Poa Run Data Verification

i > Create New Copy
ammCell Browser Create Mew Snapshot Copy
gents ) Clone
Delete T

©  scwcopyo
Backup Copy Options | Job Initation

Select a Storage Palicy -

Mo of Jobs to Run :

[ No of Simultaneous Jobs to run 1 j‘
() Allow Maximum

Media
[] start Mew Media

[ Mark Media Full On Success

| gDK || Cancel || Advanced || @"SaveAsSaipt || Help |

Restoring Data

After completion of the Backup Copy the backup process is complete. Let’s look at the restore process. To
initiate a restore you can perform a Browse & Recovery from multiple areas of the product. To name a

few:
e Client
e BackupSet
e Instance
e Subclient

o History from all the above
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e Storage Policy View Jobs

o Etc.

Regardless of avenue taken the operation is the same as well as the options to be selected.
3] Browse and Restore Options .
m

Show Objects to Restore using following criteria
Time Range
Absolute Time
Time Zone: {UTC-05:00} Eastern Time {US & Canada)
1 Start Time End Time
Friday, May 26, 2017 - Friday, May 26, 2017 -
12 = 12 : 05PM =
Last &0 j !
‘ View Content | | Cancel | | List Media ‘ | Help |

Select the proper date range (if required) or leave default and click “View Content”

3 20b Contralier 2 | | v > | [ 1ch Controller % | M EventViewer X
"T%g Client; I“{Dﬂiﬁ between: 5/26/2017 12:03 PM to 5/26/2017 12:05 PM (UTC-05;00) Eastern Time (U

Current Selected: | \E2CKUFTEST ovtestdv2_encyption (Subdient:default)
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Select the servers, or expand them, in the left pane if multiple servers or instances were protected and
then select the necessary databases for recovery.

] SOL Restore Options ILI |
General | Job Initiation =) Advanced Restore Options -
Eetefel Advanced General | Startup | PrefPost | Copy Precedence | CataPath | Alart | Options
SorceServer: I e oo
Database Mames: cviestdv?_encryplion [ Attach to SQL Server(appkes only for VS5 and SNAR)
Database Stabe: Neemal ath | SR | o |
Restane Tine and Time zons I‘r
|| Peint-in-time Restore Types
Restare Time: Friday, May 26, 2017 12:05:04 PM FULL (# Database Restora Sten Restora (™) Recowver Only
Tme Zone: {UTC-05:00) Eastern Time (L5 & Canada) e rvsmchion Log Marks s find Restore atest Backup Data
Recovery Types and Path Sppiy Log backups only | Skip Ful Backup | Drop Connections To Databass
() Recovery (@) Morecovery () Stand by [] vesify Ordy
ndo Fie Fath:
|| Chedksum
Restore Options
— [ Continue After Emor
| Unconditionally overwrite existng database or files
[ Presanva Ragheation Settings [] Leave Database in Restricted User made
[ Keep Change Cata Capture
Etaging Path on Souree Cleant oK | | Cancal Help
Diatabass File Nams Physical Peth Size ﬂ
2MB ~
g bhf 1M8
r
*
Find & Replaoe

o | [ cancel Advanres (B Save as Soipt | [ Hep

Select the proper destination server. Then click “Advanced” and check the box for “Restore to Disk”.
Ensure that “Attach to SQL Server” is not checked. You can manually type the path of click browse to
select the path for restore. Ensure this location is not under a Vormetrics DataGuard Policy.

The Fellawing 2 gusrd peints s dfined or, AR,
Guard Point l;% Pulicy Name |
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This process will restore the SQL Database as flat files (MDF and LDF) to your landing zone server or
directly to the SQL Server if you desire.

#restere |
|@{_) [ | = Computer = Locel Digk{D:) = Festors

Organize = Indudein lbeary = Sharewkh +  Wew folder

r Fawories LTS Cate madfiad Typ2 e
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i Recent Plares 5 OS/28/2007 11124 AN S0L Server Databa... 2,008 VB
] _|n-g O5/26/2007 11:24 &M S0L Server Databa. .. 1,074 kB
.7 Lbraries
] Documneris
o' Music
| Pictures

Bring Restored Database Files Online In
SQL

If not restoring to a new Database you need to bring the current database offline.

s Microsoft S0L Server Management Studio
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With the database detached you can rename the SQL files on disk so your copied files do not overwrite
the current source files.

With the files renamed Vormetrics DataGuard must be disabled on the folder prior to copying the
restored MDF and LDF files. This change to policy is made in the Vormetrics Dashboard. Monitor the
agent on the client to ensure the policy change is updated. The VMD (Vormetrics Client Service) may
need to be restarted to refresh the policy change.

‘D Weritas Storape Foundation Messagnp 5. Werkas Sto...  Starbed Aubomatic Local System

[ weritas YaBridoe Servce Yaricas Y., Ianual Local System

S Mirtuel Disk Pravides m... Started Manusl Lo &l System

{‘E},Hmd Wormetric 5., Stated At ormatic Locd Systemn

{Ehvolume Shadow Cooy Manages 3. Manual Local System

3.'.'.;",-'-'-'ndnws Audio Manages a... Iarual Local Service
Note

Sometimes the policy may not update if files in the folders are still be accessed. Services like SQL Server
or SQL Browser may have to be stopped. You may also have to stop Antivirus software as well. This is
not required, but has be known to conflict with policy changes on certain servers.

With the restored files now in place you can turn Vormetrics DataGuard back on via the Vormetrics
Dashboard for the client and folder location. Again, the VMD service may need to be restarted to sync
policy changes. With the files in place bring the databases online in SQL Server.
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With the files restored and database now attached in SQL Server the restore of the protected database is
complete.
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