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Introduction

Hedvig Operator is the official operator to deploy and manage Hedvig components in container
orchestrators such as Kubernetes.

Hedvig Operator deploys the Hedvig Storage Proxy and the Hedvig CSI Driver to manage the
life cycle of persistent storage.

Supported Container Orchestrators
e Kubernetes 1.13t01.20

e Red Hat OpenShift 4.1t0 4.8

Supported Hedvig Releases
e Hedvig 4.0.x
e Hedvig 4.1.x
e Hedvig 4.2.x
e Hedvig 4.3.x
e Hedvig 4.4.x

e Hedvig 4.5.x

© 2021 Commvault Systems, Inc. All rights reserved. 3
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Required Network Setup

e Ifafirewallis enabled on the Kubernetes/OpenShift nodes, unblock the ports in the
following table.

Table 1: Ports to be unblocked if firewall enabled

Protocol Port range Description
TCP 50022 ssh
TCP 2049 nfs
TCP 33333 nfs (mountd)
TCP 3260 iscsi
TCP 50000 - 50008 thrift
TCP 15000 thrift
TCP 8000 thrift

e Make sure that the Kubernetes/OpenShift nodes and the Hedvig Storage Cluster Nodes can
communicate with each other.

© 2021 Commvault Systems, Inc. All rights reserved. 4
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OpenShift Prerequisites

e Make sure that the following SCCs (security context constraints) exist:
e hostnetwork

e privileged

e Make sure that the following capabilities are enabled on the aforementioned SCCs:

e Allow Host Dir Volume Plugin: true
e Allow Host Network: true
e Allow Privileged Container: true

e Inthe namespace where you plan to install Hedvig components, create service accounts
hedvig-csi and hedvig-operator.

Add the aforementioned SCCs to the default, hedvig-csi and hedvig-operator service
accounts using the following command:

oc adm policy add-scc-to-user <scc-name>

system:serviceaccount:<namespace>:<service-account-name>

© 2021 Commvault Systems, Inc. All rights reserved. 5
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Host Prerequisites

The location for installed Hedvig services depends on whether you are using Kubernetes or
OpensShift;

e For Kubernetes, Hedvig services are installed on Kubernetes worker nodes.

e For OpenShift, Hedvig services are installed (by default) on OpenShift compute nodes.

Prerequisites must be met on these specific nodes, that is, worker nodes for Kubernetes,
compute nodes for OpenShift.

e Hedvig Storage Proxy (Block) Prerequisites
e Hedvig Storage Proxy (NFS) Prerequisites

e Hedvig Storage Proxy Caching Prerequisites

© 2021 Commvault Systems, Inc. All rights reserved. 6
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Hedvig Storage Proxy (Block) Prerequisites

1. Install iSCSI initiator utilities (iscsi-initiator-utils/open-iscsi).
2. Make sure that the following processes are enabled and running:

e rpcbind

e iscsid

3. Make sure thatthe iscsi kernel modules are loaded. To list these modules, run:

lsmod | grep iscsi

scsi tcp 18333 2

libiscsi tcp 25146 1 iscsi_tcp

libiscsi 57233 2 libiscsi tcp,iscsi_tcp
scsi transport iscsi 99909 3 iscsi tcp,libiscsi

Multipath Configuration

Multipath is not recommended for iSCSI persistent volumes with Hedvig. If multipath is
enabled by default on Kubernetes/OpenShift compute nodes, a blacklist must be created for
Hedvig volumes using the vendor id as shown below:

# cat /etc/multipath.conf
blacklist {
device {
vendor " HEDVIG "

}

© 2021 Commvault Systems, Inc. All rights reserved. 7
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Hedvig Storage Proxy (NFS) Prerequisites

Install NFS utilities (nfs-utils/nfs-common).
Make sure that the rpcbind process is running.

Make sure that the messagebus/dbus process is running.

P oW dpoE

Create the /etc/dbus-1/system.d/org.ganesha.nfsd.conf file with the following
contents, and restart messagebus/dbus.

<?xml version="1.0" encoding="UTF-8"?> <!-- —*- XML -*- -->

<!DOCTYPE busconfig PUBLIC
"-//freedesktop//DTD D-BUS Bus Configuration 1.0//EN"
"http://www.freedesktop.org/standards/dbus/1.0/busconfig.dtd">
<busconfig>
<!-- Only root can own the service -->
<policy user="root">
<allow own="org.ganesha.nfsd"/>
<allow send destination="org.ganesha.nfsd"/>
</policy>
<policy context="default">
<deny own="org.ganesha.nfsd"/>

<allow send destination="org.ganesha.nfsd"
send interface="org.freedesktop.DBus.Introspectable"/>

<allow send destination="org.ganesha.nfsd"
send interface="org.ganesha.nfsd.CBSIM"/>

<allow send destination="org.ganesha.nfsd"
send interface="org.ganesha.nfsd.admin"/>

<allow send destination="org.ganesha.nfsd"
send interface="org.ganesha.nfsd.ExportMgr"/>
</policy>
</busconfig>

© 2021 Commvault Systems, Inc. All rights reserved. 8
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5. If SELinux is enabled, set the appropriate security context for the file. You can verify the
security context by running the 1s -1z command.

$ 1s -1%Z

Total 36

-rw-r--r--. 1 root root system u:object r:dbusd etc t:s0 475 Apr 12
22:00 dnsmasqg.conf

-rw-r--r--. 1 root root system u:object r:dbusd etc t:s0 491 Apr 12
22:00 nm-dispatcher.conf

-rw-r--r--. 1 root root system u:object r:dbusd etc t:s0 354 Apr 12
22:00 nm-ifcfg-rh.conf

-rw-r--r—-. 1 root root system u:object r:dbusd etc t:s0 8150 Apr 12
22:00 org.freedesktop.NetworkManager.conf

-rw-r--r—-. 1 root root system u:object r:dbusd etc t:s0 638 Apr 12
22:00 org.freedesktop.PolicyKitl.conf

-rw-r--r--. 1 root root system u:object r:dbusd etc_t:s0 890 Apr 16
17:44 org.ganesha.nfsd.conf

-rw-r--r--. 1 root root system u:object r:dbusd etc t:s0 535 Apr 12
22:00 org.selinux.conf

-rw-r--r--. 1 root root system u:object r:dbusd etc t:s0 409 Apr 12
22:00 teamd.conf

© 2021 Commvault Systems, Inc. All rights reserved. 9
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Hedvig Storage Proxy Caching Prerequisites

For OpenShift installations, if you plan to run the Hedvig Storage Proxies on infra nodes,
perform the following actions on OpenShift infra nodes, as well.

Setting up the metacache on tmpfs

The following steps describe the metacache setup on tmpfs mounted on host path
/hedvig/cache. If you choose to change the host path, update the metacache.service
file accordingly.

1. Createthe /etc/systemd/system/metacache.service file.

[Unit]
Description=Setup Metacache
After=network.target tgt.service hedvigfsc.service

[Service]

Type=oneshot

ExecStart=/bin/bash -c¢ "/bin/mount -t tmpfs -o size=4g tmpfs /hedvig/cache"
ExecStartPre=/bin/bash -c "/bin/mkdir -p /hedvig/cache"
RemainAfterExit=true

ExecStop=/bin/true

StandardOutput=journal

[Install]
WantedBy=multi-user.target

2. Run the following commands to set up the cache:

systemctl enable metacache
systemctl start metacache

3. Verify that /hedvig/cache is present by running:

df -kh

© 2021 Commvault Systems, Inc. All rights reserved. 10
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Image Repositories

The following table provides the image repository locations for the Hedvig Storage Proxies
(Block and NFS), the Hedvig CSI Driver, and the Hedvig Operator.

Table 2: Hedvig Storage Proxy, Hedvig CSI Driver, and Hedvig Operator Image Repositories

Hedvig
Storage https://hub.docker.com/r/hedvig/hedvig-proxy/tags
Proxy

Hedvig CSI

Driver https://hub.docker.com/r/hedvig/hedvig-csi-volume-driver/tags

Hedvig

Operator https://hub.docker.com/r/hedvig/hedvig-operator/tags

© 2021 Commvault Systems, Inc. All rights reserved. 11


https://hub.docker.com/r/hedvig/hedvig-proxy/tags
https://hub.docker.com/r/hedvig/hedvig-csi-volume-driver/tags
https://hub.docker.com/r/hedvig/hedvig-operator/tags

HEDVIG OPERATOR USER GUIDE

Install Hedvig Operator using kubectl/oc

To install the Hedvig Operator using kubectl/oc:
e Download Hedvig Operator Configuration Files

e Install the Hedvig Operator

Download Hedvig Operator Configuration Files

1. Download the Hedvig Operator from the Commvault Store:

https://cloud.commvault.com/webconsole/softwarestore/#!/

2. Copy it to any machine where kubectl/oc is installed.

3. Extract the downloaded package, and verify that it has the following files:
e crds/hedvig.io hedvigdeploys.yaml
e service account.yaml
e role binding.yaml
e role.yaml

e operator.yaml

Install the Hedvig Operator

1. Create a CRD (custom resources definition).

kubectl create -f crds/hedvig.io hedvigdeploys.yaml
Create a namespace for the operator (and other Hedvig components).

kubectl create ns <namespace>

2. Create a service account.

Update service account.yaml with the namespace, and create the service account.

kubectl create -f service account.yaml

© 2021 Commvault Systems, Inc. All rights reserved. 12
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3. Create arole.

kubectl create -f role.yaml

4. Create arole binding.

Update role binding.yaml with the namespace, and create the role binding.

kubectl create -f role binding.yaml

5. Create an operator.

Update operator.yaml with the namespace, and create the operator.

kubectl create -f operator.yaml

© 2021 Commvault Systems, Inc. All rights reserved. 13
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Install Hedvig Operator using OperatorHub

Hedvig Operator can be installed using OperatorHub if you are running OpenShift 4.x as your
container orchestrator.

1. Create a namespace for the operator.

Create Project

Mame *
hedvig
Display Mame

hedvig

Description

driver and Hedvig Praxy) y

=3

2. Navigate to the OperatorHub tab on the OpenShift cluster admin page, and search for
Hedvig.

Project: hedvig + 4—

Home

OperatorHub

Discover Operators from the Kubernetes community and Red Hat partners, curated by Red Hat. You can purchase commercial software through
Red Hat Marketplace B, You can install Operators on your clusters to provide optional add-ons and shared services to your developers. After

installation, the Operator capabilities will appear in the Developer Catalog providing a self-service experience.

o I Allltems All ltems.
; ‘— litems
Operators AlfMachine Learning Hedvig
OperatorHub Application Runtime
Big Data
Installed Operators
Cloud Provider Community

Workloads Database H

Hedvig Operator

Developer Tools

Integration & Delivery
Hedvig Operator is the official
operator to deploy and manage
Manitoring Hedvig companents in container...

Logging & Tracing

Metworking

© 2021 Commvault Systems, Inc. All rights reserved. 14
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3. Click on the Hedvig Operator to open the install page, and then click on Install.

I i' Hedvig Operator x

1.0.0-beta provided by Commvault

install B S

Operator Version
10.0-beta Community Operator

This is a community provided operator. These are operators which have not been vetted or verified by
Capability Level Red Hat. Community Operatars should be used with caution because their stability is unknown. Red
@ Basic Install Hat provides no support for Community Operators.

© Seamless Upgrades Learn mere about Red Hat's third party software support policy &

) Full Lifecycle

) Deep In

The Hedvig Distributed Storage Platform is a software-defined, scale-out storage solution. It distributes

) Aute Pilot data simultaneously across multiple locations = from on-premises data centers to the cloud - and scales
capacity on-demand by leveraging the storage of commedity x86/ARM servers. The distributed write
maximizes availability and protects data from hardware failures ranging from a single disk to an entire site,

Community

improving disaster recovery planning.

4. Verify the namespace for the Hedvig Operator and click on Install. A new
CustomResourceDefinition called HedvigDeploy will also be created, which will be used to
configure Hedvig components.

3 Administrator

OperatorHub *  Operator Installation

Install Operator

Install your Operator by subscribing to one of the update channels ta keep the Operatar up to date, The strategy determines either manual er autamatic u

Update Channel * I I Hedvig Operator
© stable e .
Provided APls
Installation Mode *
Al rarme:

r (default) (12 HedvigDeploy

Huixdvig Deploy

Operators
This mac

OperatorHub

© A specific namespace on the cluster

Installed Operators Operator will be available ir “gle namespace only.

Installed Namespace *

@ reovig - ‘-—

Approval Strategy *
© Automatic

Manual

Cancel

© 2021 Commvault Systems, Inc. All rights reserved. 15
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5. Hedvig Operator should now be deployed in the configured namespace.

Project: hedvig =

Installed Operators

nstalled Operators are represented by Clu

cre.

e an Operator and Cluster Service Version

Versions within this names,

ing the Operator SDK &,

ce. For more infarmaticn, see the Operator Lifecycle Manager documentation B Or

MName = Search by name. f
Name 1 Managed Namespaces Status Provided APls
Operators
% Hedvig Operator @ hedvig @ Succeeded HedvigDeploy H
OperatorHub h 10 vided by Un to date
Installed Operators
Project: hedvig =
Pods
T Filter = Name = r
Name T Namespace Status Ready Owner Memory CPU
@ hedvig 2 Running i ED hedvig- 201 MIB - 3
operator operator
shEgcaadfa 5bESce4dfs
zbvdp

Workloads

Pods

© 2021 Commvault Systems, Inc. All rights reserved.
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Create the Hedvig Deployment Configuration

Create a HedvigDeploy resource (hedvig-deploy.yaml) with the following information.
The numbers refer to descriptions in Table 3: Hedvig Deployment Configuration Resource Definitions.

apiVersion: hedvig.io/vl
kind: HedvigDeploy
metadata:
name: <deployment-name> "
namespace: <namespace> (2]
spec:
cluster:
name: <hedvig-cluster-name> G,
seeds:
- <hedvig-cluster-seed-1> ¢,
- <hedvig-cluster-seed-2> Ga
- <hedvig-cluster-seed-3> e

k8s:
name: <k8s-cluster-name> @

proxy:
repository: hedviginc/hedvigblock @
tag: <image-tag> @
imagePullPolicy: IfNotPresent
block: true/false
nfs: true/false

controller:
repository: hedvig/hedvig-csi-volume-driver QD
tag: <image-tag> @
imagePullPolicy: IfNotPresent

node:
repository: hedvig/hedvig-csi-volume-driver @
tag: <image-tag> ®
imagePullPolicy: IfNotPresent

sidecars: @

- name: csi-provisioner
repository: quay.io/k8scsi/csi-provisioner
tag: "vl.6.0"
imagePullPolicy: IfNotPresent

- name: csi-snapshotter
repository: quay.io/k8scsi/csi-snapshotter
tag: "v2.1.0"
imagePullPolicy: IfNotPresent

- name: csi-resizer
repository: quay.io/k8scsi/csi-resizer
tag: "v0.5.0"
imagePullPolicy: IfNotPresent

- name: csi-node-driver-registrar
repository: quay.io/k8scsi/csi-node-driver-registrar
tag: "vl1l.0-canary"
imagePullPolicy: IfNotPresent

© 2021 Commvault Systems, Inc. All rights reserved. 17
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Table 3: Hedvig Deployment Configuration Resource Definitions

Number Description
(1) Deployment name
(2] Namespace for deploying Hedvig components (Storage Proxy and CSI
Driver)
(3] Hedvig Cluster name

o Hostnames of any three Hedvig Storage Cluster Nodes in the Hedvig
60 Storage Cluster

(7] Kubernetes/OpenShift Cluster name

O 0 Hedvig Storage Proxy repository and image tag corresponding to the
software version installed on the Hedvig Storage Cluster

(1O 1] Hedvig CSI repository and image tag corresponding to the CSI driver
version
®® Hedvig CSI repository and image tag corresponding to the CSI driver
version
® Hedvig CSI sidecar container repositories have been set to their

default locations

© 2021 Commvault Systems, Inc. All rights reserved. 18
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Install the HedvigDeploy Resource using
kubectl/oc

1. Create the secret forthe Hedvig Storage Cluster.

kubectl create secret generic hedvig-cluster-credentials --from-
literal=username='<username>' --from-literal=password='<password>' -n
<namespace>

<username> and <password> should correspond to a valid user account on the Hedvig
Storage Cluster.

2. Install the HedvigDeploy resource.

kubectl create —-f hedvig-deploy.yaml

© 2021 Commvault Systems, Inc. All rights reserved. 19
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Install the HedvigDeploy Resource using
OpenShift UI

1. Create the secret for the Hedvig Storage Cluster with the name hedvig-cluster-
credentials inthe namespace where the Hedvig components will be installed.

Workloads Project: hedvig ~

Pods Create Secret

Deployments Create by manually entering YAML or JSON definitions, or by dragging and dropping a file into the editor.
Deployment Configs

Stateful Sets Secret

ecret:
D Schema

Config Maps

Secret holds secret data of a certain type. The
total bytes of the values in the Data field must
be less than MaxSecretSize bytes.

Cron Jobs

Jobs
® apiVersion string

Daemon Sets APIVersion defines the versioned schema of
this representation of an object. Servers
should convert recognized schemas to the
latest internal value, and may reject
unrecognized values. More info:
https://git.k8s.io/community/contributors
/devel/sig-architecture/api-
conventions.md#resources

Replica Sets
Replication Controllers

Horizontal Pod Autoscalers

Networking

Storage

® data object
Builds

Cancel ‘ & Download

Data contains the secret data. Each key
must consist of alohanumeric characters '-"

Project: hedvig +

Secrets

Deployment Configs Y Filter  ~ Name v | hedvig-cluster-credentials|

Workloads
Pods

Deployments

Stateful Sets

Name ‘ hedvig-cluster-cred.. © Clear all filters

Secrets
Config Maps
Name 1 Namespace Type Size Created
Cronlices I © hedvig-cluster-credentials @ hedvig Opaque 2 @ less than a minute ago : I

© 2021 Commvault Systems, Inc. All rights reserved. 20
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2. Navigate to the Hedvig Operator under the Installed Operators tab, and create
HedvigDeploy resource.

Project: hedvig +

Home
Installed Operators > Operator Details

Operators ~ Hedvig Operator

Actions v
10.0-beta provided by Commvault
OperatorHub
Installed Operators Details YAML  Subscription  Events  HedvigDeploy
Workloads .
HedVIgDeploys Create HedvigDeploy

Networking
Storage No Operands Found

Operands are declarative components used to define the behavior of the
application.

Builds

3. HedvigDeploy resource can be created by entering the Hedvig Deployment configuration
details through a form or by uploading the hedvig-deploy.yaml file.

Project: hedvig v

Home
Hedvig Operator > Create HedvigDeploy

GRS Create HedvigDeploy
OperatorHub Create by completing the form. Default values may be provided by the Operator authors.

Installed Operators I Configure via:  © Form ViewI YAML View I

Workloads

~  HedvigDeploy
Pods Note: Some fields may not be represented in this form. Please select "YAML View" H provided by Commvault
for full control of object creation.

Hedvig Deploy
Deployments 9 Deploy

Deployment Configs Name *
Stateful Sets testdeploy
Secrets Labels
Config Maps app=frontend

Cluster >
Cron Jobs

Cluster
Jobs

Controller >
Daemon Sets Controller
Replica Sets

K8s >
Replication Controllers -t

© 2021 Commvault Systems, Inc. All rights reserved. 21
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Verify the Installation

After installing the HedvigDeploy resource, verify that the following Hedvig components are
created in the specified namespace.

1. Hedvig Proxy Daemonset

kubectl get daemonset -n hedvig

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE SELECTOR
hedvig-proxy-block 2 2 2 2 2 <none>
hedvig-proxy-nfs 2 2 2 2 2 <none>

2. Hedvig CSI Driver

kubectl get deployment -n hedvig
NAME READY UP-TO-DATE AVAILABLE

hedvig-csi-controller 1/1 1 1

kubectl get daemonset -n hedvig
NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE SELECTOR

hedvig-csi-node 2 2 2 2 2 <none>

© 2021 Commvault Systems, Inc. All rights reserved. 27
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Upgrade Hedvig Components using the
Operator

Upgrade the Hedvig components using the Operator:
e Hedvig Storage Proxy Upgrade

e CSI Driver Upgrade

Hedvig Storage Proxy Upgrade

To upgrade the Hedvig Storage Proxies deployed, edit the HedvigDeploy resource, and
specify the new image tag for the storage proxy.

spec:

Proxy:
block: true
imagePullPolicy: IfNotPresent
nfs: true
repository: hedvig/hedvig-proxy
tag: <new-image-tag>

Alternately, you can also use the following kubectl command:

kubectl patch hedvigdeploy <deployment-name> -p
'{"spec": {"proxy":{"tag":"<new-image-tag>"}1}}' -n <namespace> --type=merge

© 2021 Commvault Systems, Inc. All rights reserved. 23
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CSI Driver Upgrade

To upgrade the Hedvig CSI Driver deployed, edit the Hedvigbeploy resource, and specify the
new image tag for the CSI controller and node.

spec:

controller:
imagePullPolicy: IfNotPresent
repository: hedvig/hedvig-csi-volume-driver
tag: <new-image-tag>

node:
imagePullPolicy: IfNotPresent
repository: hedvig/hedvig-csi-volume-driver
tag: <new-image-tag>

Alternately, you can also use the following kubectl commands:

kubectl patch hedvigdeploy <deployment-name> -p
'"{"spec":{"controller":{"tag":"<new-image-tag>"}}}' -n <namespace>
-—type=merge

kubectl patch hedvigdeploy <deployment-name> -p
'{"spec":{"node":{"tag":"<new-image-tag>"}}}' -n <namespace> --type=merge

© 2021 Commvault Systems, Inc. All rights reserved. 24
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Appendix A: Hedvig Block Volumes with
Rancher Kubernetes Clusters

In a Kubernetes cluster setup using Rancher, the iSCSI initiator is embedded in the kubelet,
which is created using the rancher/hyperkube Docker image.

In most situations, the kubelet should be able to discover and create iSCSI sessions with the
Hedvig iSCSI target (Hedvig proxy daemonset) for dynamically provisioned Hedvig Block
volumes.

In some instances, the iISCSI initiator embedded in the kubelet might not be compatible with
the Hedvig iSCSI target. In these instances, it is recommended that you follow the steps
detailed in the Rancher documentation to reconfigure the kubelet.

Commvault Systems, Inc., believes the information in this publication is accurate as of its publication date. The information is subject to change without notice. The
information in this publication is provided as is. Commvault Systems, Inc., makes no representations or warranties of any kind with respect to the information in
this publication and specifically disclaims implied warranties of merchantability or fitness for a particular purpose. Use, copying, and distribution of any
Commvault Systems, Inc., software described in this publication requires an applicable software license. All trademarks are the property of their respective
owners. Revision date: 092121.

Software-defined AES-256, FIPS compliant encryption of data in flight and at rest.
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